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1 

7 s - 3* -t > ^ £ * — fe > 5> <E> 7 s - 37 1?S-fe > 3> #$5fiK 

U a-iff - jrSSSLTS 1 SSSKt; 
»2»ffi»<DEaiSB*U : MESS 1 »StlfttfffiE* 

1 fEf&K&tf ME* 2 fferit b H(fte^-^ n >t- 70 

>U/«, fl9!E»l3.— tf^-^, MESS 1 &fl!St&tf tift 
Effi 2 ftffitt*«Bfr * t i "b K . MEMS 1 ftfgftft 

M£»2 iee»«MaE9i i -tncgaiMb ; mesh i & 

flMfcfttf MESS 2 &£tt«Si£S4i£HtE£ l a— !f tt 
EfilSnfcWEJB 1 ttWKRtf fflES 2 &mK&£13i*g 
lc«#b ; MEmift««t&tfME!fS2&ffitt&£1Si'i 
icffff LfcWESB 1 =L—*fifl. MEiB 1 JL— 9*7*-^* 

-37a>7^>ycDEiM£g*£tt£:ME7^--37-fe>37 
A*. HtlSBm 1 J.— tfj&*M ^bfcMESiS 1 3.— y-'T^-^s 
£>*hu Ex- 3? n > =r > y £ * iW £* - -fe > 37 tcfeii* b T 
MESS l IBSttfttf ffiESS 2 IMKtt<z>££&{&ML ; in! 
ESS 1 ii—lfx-i'&tfffi Ex-* a >7->y&&mi£ 

snfciWE*— mems i sM&tfitss 2 

&$lfe£ ffiEx-^-fc tcfeii b ; MESS 1 
WE* 2 £ *k2I S nfc AOEt* - 3* -fe > * tt. HtT 

ES i =l— tfr—f&tiitRm i ol— yjjtB^-rsiJiET* 

3 >t- >>y i:tfi* b £: bTffl«>i&^Ta£ i Sax 
7-?zi >7 L >!yicjnxb» HtiEU upxt ; -^3>7^ ^ 
>y&mmm 1 i^TRg^-'fbbTSs 1 bs-^jjp 

if-^3>r>yiL, mess i n.— ytcEM-rst 
t&icMESs i mif-^ a >f>7©iiiiyDtx«) 

SS 1 ->t- U t^SfL ; MESS 1 titn<b1IUT.j : —jr n > 

^^ysEaisnfcWE* 1 a***, mess i »s^fl: 

JPXx-^a >7 L >lV<&HuEm 1 Sfc?gg|£ffl^T&SJb 
Tf'Jffl b. croRf fcMESS l ftSttiWRXStt ; MESS 
1 J)PX7 i -^3>7 L >^^ffi^^55l*llcffi^$n^^lc 

tt. WE*2»fB**fflv»TBsmkanTff^*n ; w 
ess i iff^ftiniTT*-^^ y^yyfimmmznzmz 40 
n. flt»E«2»af«*ffli>T^a^$nTf*wfflan ; 

WEtB2»«**ffl^TrtBaFfj{ban-r«tiFsn ; me 

SS 1 n-— if *»iffi£* 1 JoTt*-^ 3 >^>'.y £SS 2 jl- 

■tf iccai-r*n*»ctt, mess i if a«» 2 a— »fx- 
>^>-y£ MESS 1 *p tf- £ n >v->y j§ 

*^bt bTa*iiA/Tm 2^X7*-^ 3 JCiPT. 
b . MESS 2 1WT.7 5 - 9 3 >-r > y £ MESS 2 &l&tt£ 
ill HTffS- "ft ITi 2 BSf ^{t}jnXx- ^3>r>7i 
b. ill2*2a- tftefcjaTf MESS 2 Jdt.t* 50 
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— 37 U >-r >U/£>}JPX'7°a-feXCDS52 ->7-'J *£M£=£ 
— fc>*MCtei*bTg&b ; ME^Rg^ffcttlXx-* 
3 >x >>> ££i££nfcMESS 2 a— tf HhUE^— t > 
37 tc HilEx - 37 3 > t- > y « * ?t5£ b , hUE^ 2 n.— tf 
7^-37 €:M^br BfJEm 2 «JS®2fe^ 3 fiJS«©E3l 
<£S^ b ; fflESS 2 IBtBtt&^RitESI 3 Sftft0G££ 
gdc S nfc H fiE+— fc >37 fiHtlES 2 -> 7- U * IC J; o T 
HUES* 2 3.— tf A«IE S Jfta.— tf T* * ^ t £5IIS b . til 
ESS 3 BR ttfel:. #JEI& 2 |K« 

St&tffldEJB3IB«*feilE*2a.— tficEiib ; hUE 

m 2 «j^®2fcr5HtrE^ 3 mmmzffim.-znrzmtt'm 2 a. 
— tf mmm 2 sg n-ittar.y'-^n >7->y& f>mm 2 
mmmzm^r®. n^mm b , z comznu&m 2 mm 
m&mmzn ■, ^2^x^-37 3 >^>ytm^^ra> 

HlJESg3IB^«:/BViTSBg^{t;3nT«??S 
tl ; WES 2^X7^-373 >7^>^^«?iJffl -SKI- 

^ 2 jp X x - 37 n > 7^ > ^ $ n * ^ \z it , hiJ E 

m 3 a® «s ^ ffl v> t hije^ 2 sn xt^- 37 3 > 7=- > y 

[13*^2] a.— tf^7^-37-fe>37©7^-37n>7 L >U/ 
SrfiJffl-r-5x-37'g : S->X7"AT$)oT : fltE-r 1 -^® 

7 s - 37 -t > 37 <h * — fe > 37 ^ 5> x - 37 Wm-t > 37 

$n ; ^ 1 a.-if «bUE^— fe>37(C. 7^-373 >t-> 

^ 2 «««t<0E%«B«lx ; ftttESB 1 fESat&^MEJB 
2»«*©Efil*S*S4afcME^— fe>37«. MEff 

1 aj^it&^-HtiE^ 2 aj?g»*^fiKb ^£7^-37 a 

HtfEm 1 n--*? ; T-5>Rtf®mW, 1 ffi&lil&tf 
nuEfg 2 1 1 1> ic, MES 1 

tfffiE* 2 feeat^MEas 1 a— tf icsau ; mess 1 

»Bf«l&«flOE*2»BitftEaiSnfcilE» 1 tf 

ttssssnfc^EJB 1 »«f*&tfWE* 2 mmmzmm 
rt»c«^FbfcWE» 1 tf>*. mess 1 3.— tfx-37 

£Jf^U HdE7 :? -373>7 L >iy€€rJ§^bTHflE7 ; - 
37-fe>37(CHt(E7 ; -37a>7 L > , yroEji$:g4cb ; ntiE 
7 s — 37 n > 7^ > ^ cDEj* 5: £ tifz BtEx- 37 -fe > 37 
nUEMS 1 tf**«*UfcBtESi l J--1f7 ; -37 2fe 
rj: BilE7 ; -37 3 >t^ >^«S:BtlE+—fe >37 IC^it bT 

EMI 1 a— tf^-37.& 0^1357^-37 3 >7 L >^«€reiH 
* nfciffiE*— fe>37^> MEtB 1 WEfB 2 

^S-^S:HflE7 ; -37-fe>37lceillb ; itffijB 1 %Sfl!& 
rj^Bft EH 2 ^SH^CiS^ nfc hUEx - 37 -fe > 37 « . W 
S2MS 1 3.— tf7^-37<&HfJEm 1 OL-if^H^-r^BilET^ 

-37 3>7 i >u/lcy^^s^b<i:bT^i^)ii : ^T-^ 1 jpx 
t^— 37 a > t- > y tc in x b . Bfj EH 1 tn Xx— 37 n > 7- 
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>y &we* i mmm&m ^xm-^itLxm i v&mtiM 

lT-^3>f>7tl, WE* 13.— ificEsrrat 
<ht>i;:WE* i Jtjpx5 :f -^3>^>^^)SpxyD-fexcD 

SI VTMJ^Srfi^Sfb : WE*lf£"-*bS0X^-^3> 
^>U/£EiM£ft*:WE* 1 3-— tW, WE* 1 «f fJffc 
Jni x x - * 3 > t- > y * W E* i ft ffl n Ttt *J b 
TfWl, d<D«fJc^a2SBl»!B**«*3IISn ; WE* 

a, mmm2m^m^m^xm"'^nxmm^n ; we 

* l UPX5 f -^n>x>U/**S«^sn^lRtc:tt, WE 
S 2 UT#«^b S ntSffiff S ft ; WE* 

1 3.-if *tf jgam i Jbax^-^ n>r/;^2 3.~tf 
£ we* 1 *jpx^-^ 3 >^->^icm^s^ b t lts 

^&^T*2}JPX^-^3>^>^;:j!7PXb, we* 2 

ipx-?- * 3 > ^ > y * &f E* 2 ffisB* * ffl ^ x H&^-fb 
bT*2&g^biPXx— *3>^>u/tu WE*2n. 
— tf icejrr ttfe kwe* 2 ^px^-^n >^>y 20 

cDjtJPX;/D-feX<D*2 S/^-U*SrBtf8a+— fe>^tCteSI 
Ltlib ; lift ESS 2 ->^"U*S:te2l$ftfcHttiB+— fe 
>^te, f&3lfc?M*S£j«U WE*2 ~>:MJ;f £WE 
SB 3 »««t£««T<5 1 £ t> lc WE* 3 $^gt£ WE* 
1:1— !f*;:EMb ; WE*3»«»*EaiSftfc«fE* 

1 j.— ^ we* 3 we* 2 *jpx^-^ 

3>^>^£Bg^{bb, ffg^{b*2 »px^-^3 >5"> 
y*«iE*2 JL-ifjceaiU ; WEfff^b*2*px^- 
^ 3 > 5^ > y £ ^ M £ ft ZrW E * 2 :x - im W E * - i? 
>3McWE7 ? -^3>^>^£fg5£U ^2a-tr <?0 
-*6«SlTi(IE* 3 ftflMfcft * 4 »«*<Z>E2&& 
MsRb ; MfE«3a««&OJ*4»«*OEjai*il** 
ftfc ME*— fe >^ teWE* 2 ->^- U *\z& -d TWE* 
2ol— lfd^iEa«:3.— tFT»SClt«:«Bb, ME* 4 
fB««*£rtb««T*fc£fcl^ WE»3ft«»fttX 
WE*4^&it£WE*2:i--tfK:EiMb ; WE*3*& 
ftteft MESS 4 3MftR£Ei£ S ftfc WE* 2 3.-if 
HUE* 2 HF^fbiPXT 5 -* n >f>!y*ME» 3 »fi 
t>T«fJ bTfiJffl U £ (DmiZ ffimm 3 ffiffitt^tt 
?g£ft ; WE*2*PX^-^3>5">^«^£ft£^ ^ 
icti, 6trE*4ffi?B«SfflliT*B9^{bSftT«ffS 
ft ; WE*2S0X5 f -3^i>5 L >!y*«#5pJfflSft*IB^ 
ttiiflE*4ffiffillS:ffl^Tffl^$ftT«*iJfflSft ; WE 

* 2 jp x x - 9 3 > t- > y ifin&fi znz>mz\$, we 

* 4 fBtBtt & it! ^ T W E* 2 iP X 5*- 9 3 > > y 

«f^{baftT#»^aft ; wk. mmmmfimvmtE 

ft£o 
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Sft : *13.— 9 s ttraE7 ? -^«air>^tc> ^-^3 
>x>y**J&5tU :x-^-^£M^bT*lf£& 

WE* 1 Umm, WE* 2 Mi&^HttET-^ =3 
>!y<OEai*B*Sftfci(rEx-^ i Bfffi'fe>^f4, WE 

* 1 ffc««&tf MESS 2 ««tt«£j£ b > 
x>ry«, ME*13.— *f5r-^, HftE*l»«*&tf 
MESS 2 WE*13.— tf^ 
— ^SME-r— ^3 >f>7l:l?^l £ bT*I<&& 
/vxm i Jbpx^— 9 zj y^yy izmr. u WE* 1 sax 

^-^3>7 L >U/SriWE*l«SB»S:ffl^TBt^{bbT 
3Sii&^fbSPX^-*3>^>yiU WE*iH£"-<b 
UPXx — ^ 3 >f>7tS5BI 1 3.— tf KEg-T^ ££h 

tcWE* i ;jpx^-^a >^>^/ojjpxyp-txcD* i 

t^WE* 1 Bff^bUPX^— 3^3 >5 u >^^E^I$ftrcW 

e* 1 3.-- tf ttEsisftfcWE* i w&m&mmm 2 

ffiffi»S:fi«rt^«fiF-r ^ itfe tcWE* 1 
v^TWE* iPt^b^-^3>x>^^«-^bT?tJffl 
U c©ii$tc«rE*i»?B*^K«$ft ; WE*iJbnx 
5 ? -^3>x>U/^«#SHrtlc«#3ftSB8tctt, W 
E»2»Sg»*fflliTB&^b*ftT«?f Sft ; WE* 1 
^^0X^-^3 >^>U/*««*"JfflSftSNfJctt, W 
E»2»«»*ffl^TS«^SftTWfiJfflSft ; WE* 

1 jbax^-^3 >T->^/3&««#»«rttcBff#afts«r 

Jctt, WE* 2 ffi!B«£ffl V^TWBS^bSftT««??S 
ft ; WE* 13-— tf^ME*iaPXT r -^3>^>!ySr 

* 2 oL—tf iceiM-rsBS we* 1 3i-if^* 2 ^ 

™1f5 :? -^3>^>^^WE*l*PXT r -^3>5 L >^ 
tcflT 2*^ b t bTffl«)ii^* 2 iDIr-^n >t- > 
U/tciPX U WE* 2 JUPX^-^ 3 >f>7^iyffii 2 
»a5*Sffl^TB&^bbT*2ff&^bSPX^-^3>^ 
>7iU WE*2n.-ift3e^-r^^i:t)tcWE*2 
jtJPX^— ^3 >7=->^(DiPXyDilXc^*2 S^U ^-^r 
WE^-^l : Sii>^tc^jtbTS^b ; WE*2«P^ 
{biPX^— ^3>^>!VSreMSft«:H3E*2 3.— -tftt 
WE^- ^ fit >^(l iEf- ^ 3 > 7" > y & ^flS 
b, WE*2 3.-+fx-^^S^bTWE*2^^^ 
tf»3»«dc!)E3l*S*b ; WE*2»««t&lXft9E 
msfBft^E^Sfi^SftfciftEx-^flPair^^tt 
WE* 2i/tU ^tCct o T WE* 2 3.— ftfiJE^IZi-— 

*?x$>z>zt$:mmi<. fittESB3««*a*«b««r 

4 1 1 *> ic, WE* 2 a««&«fl9E* 3 ftfttt&HDE 

*23.— tftcEMb ; Rtl-ai2Mi&Ml^3M 
»*E2l*ftfcHflE* 2 3.— tf ^WE* 2 BS^-ftiPXx 
-3'D>7 L >U/*ffliE*2»««*ffl^T«^bTPJffl 
U C<OBStCBiiES2ffi?B»3&*tt*Sft ; WE*2SPX 
T ? -^n>T->^^ffi^^ft^^(C^, fflE£3%tfttt 
*fflliT*B9^fcSftT«?SFSft ; WE*2»nX^-^ 
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y afiM ffir? s n s tc ij . gases 3 »«» * « i» t msb 

m 2 JjP T. x - 9 n > t- > y # £ ft Ttf ftfiF £ 
ft;K«. H*fc»ffr&*»OaiSft*. 

^^fflT^x-^S^X^ATifcoT : hiJSB^- 

5 s - * tf« 7 □ ^ 5 A tfT*- * &CXfK«at * X n 

TfcD ; i 1 a-f l ffiii^ffl^TBg^k^! tifc 
ferity* -fa >f >7^Af L ; tfl3Sn&fJ'fb5 ; — 

ftAf UfcJB 1 n.— tftt. ^SBflf 1 ftffittfttx 

ay V \z^^ ntzmu'r- 9 ^m.7u 7 "7^7^^ 

hKttl&l, : HtlSemia— y-T-^^f-^ff/o^ 
a 7 a y 5 A \z <fc 0 «Bd ft £ t M3BJB 1 jl— tf * 

ii*ffl^riiaE«ffjfl:5*-^3>7 L >y**afjsft. & 
** s ft & aoasx - $>n>y->yiz\zw.iE>\z msm^f sa» 

b^ffl«6^*ftT^lSPT7 f -^=i>^>^i:Sft ; 5* 

2 ft, ^©^ftCHtrSBmi S ft ; -?-<D^tCmI 
tBm 1 Jfllx-^n >^>y##Jffl£ft : H"j"3ESg 1 JjOI 
^-fnyT-yytf&Uzn&mzte. tntbizwj^m 2 

3 >^ > y £ £ ftT v> -5 a<«t§8 StiSt Hflffim 1 
tea, H "j3BSg i \®n{Vr—$>=i yj-yy^mzm, 2 1635 

b ; tittSBft 1 a— !f rtWJffl LfcffiSBSS 1 5 s -* 3 >-r- 
1 5 s - * ^ > x > y ~<t £ ftT HfJgeSB 1 « n itf 

-*a>7->ytfiui?zti ; ffi&m i jL-uwfflaass i 

Bg^-{kT : -^3>^> , >'<&^2a.— tfl;«LTl¥ • <E ^ 
36-r*IRCttilE* 1 s&^fc^-^s >7->y#** • 
teSISft;tt«. H«fc»fls*«ttDiISft*. 

[hs^r^ 5 ] waE5*-^-fe >^ i BfraB^r — t >?mm 

X^A„ 

[M*JS 6 ] nfJSe^- * -t > * £ mf3B*~te > 9 tfffiffl 

5*-^tja-t>^ic#-©jiatti:UT^*ftTv>*a»* 

JBl XI4Hi1^2SEI£ro^-^^a->X7 r -A. 
[5.1*317] fittJEa— Iff-i'iLT, !fIDtf?fij 
ffl£ft-5>«i1*5Il , 5.1*3*2, «3d<«3Xt45 l 1 3dc^4Sa £0 
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[5.1*318] HtjSEa— tfr-i'tl/T, ^--y^-owy 
FUX75*?iJffl£ft-5i!i1*3U , 5.1*312, «S3XIJ 
5.1*31 4'ffltOf-J' i Sl->XfA. 

#lC»LT£j*Sftfc»«»#Wffl3ft*ffll;iiJB 1 , 3.1 

*3I 2 , 3S4cJB 3 Xt;tg.1*3l 4 SESKro^-^'EIlvX^ 
Ao 

[3,1*3110] HfllBJ-— S-'f-^ibT, f—9-\L>9 

•^^ol— y-'ta^wti © <t bTffljS-rsasc^'Jffl £ ft-s 

ffljRSl. Si!^3l2, ?ff^JS3XHM*«4gB^ro5 ; - 

fcf-^^MD 5y\-y yaTJW 'J XAICt D/N-> -> 3. 
fflffcbfcMD 5Ay->iffi#fiJffl£ftSW*5U , SI* 
3S2, 3B*^3X«Si!st<S43Bi£cD5 :; -^ < i ; a->X^ 
A. 

fi£$ftS?S*^l, ^*«2, 3S*^3X«I»*^4 3B 

e-s^sft^is*^ i , ts*JS2, MMmsxtem&m 

4 ffi^CO^- ^ *a->x t- a . 

4] Bdffia— !f*«fiftaa*— fe>^K3.— !f4i 

>^ a<fif]KfB&»£ MSB3.— tfliM^^rffl ^TSf ^{b L 

ffl-r*»*3Bi, g**^2x«m*^3pBmcD7 i -iS' i s : 
a->x^A„ 

ft ; M3E2^©aB^»*«t©-*^aKE2ISft : M 
#SftTESISft-6 ; 8(1*38 1. W*S2XH3S*^3 

ssmc^-^wa-vx^A. 

WSft*aS*3Bl. sS*^2X«3B*^3 3BiS©7 :r -^ 

IffiMmi 7] ^JSB«SfE®**PCMC I A*-h*tflCd 
»Wlc««Sft«IS*«l. W*« 2 Xte»*H 3 3B» 

[»»*3Hi 8] flftaaaffin^fliA*- K+icdnwice 

CSftaaS*?! 1. M*3B2Xt4g, , ?*3B3SB^©-x-5' 

[a*«i 9] wmmmmtfv-y h^xT^icQiftMic 

«Bfaft*iB*3Bl . 3S*^2X{i3i1*^3 3E«Wx- 

[5,1*312 0] H»32»«»<0±(C*O»«tt*«±?J*$ 
ft Z> z. t\z J: 0 ffl3S&$tt;ftttt%£ft.53fl4t£ l . 5.1* 
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52, aS**3XttaS*S43E«<05 r -^ < Bfa>'X7 L 

A. JO 

[fS*52 4] ffiffi«^S^L(&±K;fc<B«Tj3a>L** 
4E«©5*-^lfH>'X7 i Ao 

snsw^jsi, ii*5 2, iB*5 3xttas*5 4 3s* 

[iM2 6] RufB^-^a>7 : ->^^^O^f^*i# itf 

»*3B2, «f*3B3xttai*5 4aB*(07 ; "- 

[11*52 7] HffSBx— ^n>^>!y*^4iB8®5 :r — ^ 
1, §t*5 2, lt*5 3Xtesi*5 4E«&tf)5 :? -^a 

**I C*-K^^»iW*nT«*&SftSai*54E«C0 
[i*I2 9] «[Er-*»l^n^7At^x? h 

tfPCMC I A*- tc»JWsnT«*&sn^as*5 

[5B0lcDfflBfti»gflJ 
[0 0 0 1 ] 

m, S¥, *nx, teiMfi^^^^-^^a^x^ 

[0 0 0 2 ] 

ff3H:ck o T4 U^f ff«©j!iltt*a&rai8 1 aft 6 
*€rftraBT»5. :ns"C, ?y^i'T-^ >-^> 

U/0»fP*«fflfCf4W«ft*«6««ft<, *ff«*£T»* 

v^lcT^ft^ 0 50 
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[0 0 0 3 ] T'-^=l>7 : '>!yC7)flJfflffi{4#tC^0D(^|§ 

-^3>T>7^y^M$nTT-^^-7; < h$n 

[0004] cOct"5ftttatr43i^T, ^-^^-xib 
^^ftraiHtft-s*^ rn^T^tr^^^wi 

ffltafg, «MC, 3J0X, <E3l*0 2 3*C?iJffltC 

4#P1¥ 6 -4 6 4 1 9 ^r&Zfftmsp 6-1410004 

nx&Mmmmm&m * a i; rit^a-tr > * a> s f?*m 

*$HJ¥6 - 1 3 2 9 1 6*JT?*-<0&«>©««£«*L 

it. 

[0 0 0 5] !(fPI?7 - 2 7 1 8 6 5 ^4ot^T\ 

[0 0 0 6 ] ^CO^^CD-x-^^-X^^^a^X^ 

$nfcf-3 ? a>r>7^^LT, sits • anxofijffl 

[0 0 0 7 ] #ff««a^yir->?tt*Lii^*SVitt 

fflj&ifTfonftt^pfCffifflUSaSrff 3. 

[0 0 0 8 ] -7j, i£:^(^I^C0m®(C^V>Ta>tfrL- 
^SrfflSlcttjWLTL AN (LocalArea Network) &ffi 

*fflS!C«ttU h"7-^^#**fc^fe 1 

o<B*y b r 7-i?-e»Z>fr<DJ:o\zmm?2>'1 

v b (Internet) #tt#Wft««T»jasnTt>*. 
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[0009] &asrt-^©«ifiirt<oLANicttaa^«c»i 

<»^T7^-fexm : Pl^J:oTtT'5*«6t- usable J: 

Tjffite, USP 5 1 7 3 9 3 9, 5220604, 52 /0 
24163, 5315657, 5 4 3 8 5 0 8 Izm^ S 

nti^o HS^fbicJ^T^-fexr^ h 

USP 5 2 2 4 1 6 3, 5 4 5 7 7 4 6, 5 5 8 4 0 2 

tX3>hD-Jl/JM USP 4 9 1 9 5 4 5[:i^ 

[0 0 1 1 ] 3=fc, lWLANH>^-^7 
l6bTSE3ttL/»fc^t>m— ANT****©* 3 JCfiJ 
MM>h7*7h (Intranet) at^ftLoo**. 

K<fcQBl±T£ USP 5 5 1 5 4 4 H:i^f ) 

P 5 5 0 4 8 1 6, 5 3 5 3 3 5 1, 5 4 7 5 7 5 7^ 

^5 3 8 1480 tca^enx*?). &v&mt&tro - 

t#US P 5 4 7 9 5 1 4 {CiS^^nT^^c 
[0 0 12] WF^b-r-5«^ttt» Uff^«<D£**«L£ 

^tTB&^aea^ss^pgiitfts*^ w^^* i c 30 

id— HlCtoTff 5 ^ £**US P 5 5 7 7 1 2 1 B& 
nit/m^Ht* I C#- :tWS P 5 

5 0 4 8 1 7 K&^y^enT^So 
[0013] cn^xttfie^^^^aisstc^ue^H 

£d tic j: os^*^^tt*fgtoaa^±L,fetf^?) 
&m£mft\z&oztf)^&z&oizmfcLT^z>o z. 

^^AtCcfcoTfiJSSSnTl^. L^U fl/k'yB > 
ft/tS^lCliffifl!)T- u t: >? a >:&sg#j!ja#£) -fy^t A ~> 



teBB 5 ? 10-254909 
10 

[0014] ^^^;v^-^3>x>^^^*^i 

A tt«?E»;£ Wk'ris 5> * y v ^ ^ n > 

[0 0 15] tZ.ZT\ 5"¥9 )V^^v¥=L\^^it^ 

ya>8fl, IWfBS^ge (Personal Digital Ass 
istant PDA) , PHS (Personal Handyphone Syste 

[0016] "f¥9)^\ y 
vx£ h (object) tUffiiSns:ttfiSl/ti 9 

>^;m^ v ¥ D.<nMVWL^\z&^xfe&m<D : Ti?$ )i 

bject-oriented programming) tC^a^Tte, ^"^^x^ 

(class), XD^h(slot), ^ u/-fe— (mess 
age) , -f >X^>A (instance) t^tS^ffifflSns. 

V9)v**r y ¥ ^fy® m^^m^tf * y±-¥ tuo . 
<km^x^nrzm^^mt((D^¥9Ji^^y¥^y^ 
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* ^ yar-^a >7 L >U/fJ3ia (argument) £ ITfffl 
Sn, *y-fe— victor >X^>X$£gt (instance va 

riabie) t^minzxay h ic5i#assnT»iWStt 

t- A T ?U ffl £ n £ US t£« li« f1M§ x - * n > t- > y <o 
8K il fc* "C & < ^ ^ ; U * * * v :x <D ffi M I C M l-Tb 

[0017] itfTts«©iii«»c**M-e?ijffl"r«>**w 

[»S~-»] ffiSBtt (secret key) ^X^AteBS^bi:^"- 

t LTf^*Wftfe©^*aaep^ (National Bureau of 
Standards) cod E S (Data Encryption Standard) vXf 
A, S*'SH2tt§S<£>F E AL (Fast Encryption Algorit 
hmlyXfA, £2S10)M I STY^fAA«»5. 
&FmW?Z'MM&Uz&^TW®m$: TKsj i**T 

T^-S^^iS (puBl ic key) tJtom&ffim&SMWzfcW 
SBlcSnT^Sfffflg! (private key) £rflH^ -yjCO^ 

ft«W&t><0lCRS AiiBBStvX^A^feSo £JIFK0! 
TS*JfE«l~43^T^Bfl»& fKbj l~K 

(Material) Srffi?gttKsS:fflV^fcB&^XCks (Cryptgram) 
d RS- nib (Enc r y p t i on) "T £ J»ff £ , 
Cks=E (M, Ks) 

BS°3tCks^^^^Ks^fflV^T¥3SC5 :? --^=i>^>U/ 
Mlca^b (Decrypt ion) -r£>*9f£&, 
M — D (Cks, Ks) 

Ckb=E (M, Kb) 

Bft^-XCkb**ffl«KvSfflV^T¥Xx — ^^>x>!V 
M=D (Ckv, Kv) 

<fc, ¥3tx-^n>5 : ->^M^#fflliKv^:ffl^TBgn 

XCkv»ciiS^<ti-*»fts*, 

Ckv=E (M, Kv) 

»&EJXCkv*4iM»Kb«rfflV^T5FX5 f -^3>-r>U/ 
M = D (Ckb, Kb) 
[0 0 19] B&n-ft*ax-^3>5 L >*><D^]E?*JfflS: 
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ttvsffiz-r*zt\t-c$te^ifi* ^FiEWffl*«*-asn 

hDZ^X6 8 3 

p. 9 9 — i2 4tc rrs^a^bj**^;^^-?^ 

TPfftSr^Sj ( 1 9 9 7/2/2 4, BiBPM) 
lc£»WlC«H^SnT*5?K p. 149-1 

10 -^./Wf^>y{i« (±) J &y6 8 4^,p. 15 
5—16 8, r^a^b€r^A*x — * * A-f > 
^t£ffi (T) J (IBM System Journal, vol. 35, nos. 3 & 
4 (Internat ional Buiness Machines Corporation) 

[0 0 2 0 ] 

■&T«ffl-r*. ^iaL-ifi-#ts&$n^^-^3>^> 
9n>T>y fflffc ^tt & ffl v * TBt ~^b $ nxtt^ $ 

7->y&m2ZL— *fizm^ • e^T^^-&fcti^2a.- 

[0 0 2 1 ] *i:x— tfWA^ bfcx-^fctt^-^lr 

40 m%\z£*?\zm^-&m&ft^fcmi^-*f$:5£&T 
iftt^5fc», • mm<DM$&&wffiizt£io. 

[0 0 2 2 ] £fz, *-±>?\Z{$'r--?zi>9->y<D 

X^A (Key Escrow System) *-5twaawSivX^A 
5/7 (KeyRecovery System) Sr'jteSrt n tr> 
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[0023] ^<o*^ttw»©iefjtt*fl6ffl"r*^-* 

SI (Electronic Data Interchange: EDI) \z&tf%> 
[0 0 2 4] 

(1) fe>^^e>-r r — 

&, ?— 3^JIir >^ft<£?— ^ir>^te, I PcD?- 

[0 0 2 5] (2) m 1 :i— ifUltt* — \1>9\Z. 
^3>x>^«TmS:lt«U> J--1f^-^ I l&tfSB 1 
a.-- tf<Z)4>M»Kbl£«3KU a^fflco»?B«Ksl&tf 

f-^tLTH :i— If ID, lfE-mail7 HUXH 
& £ ^ tta.-if © »?B»B* tc*f L T ±& £ tx £ »?B* 

smi^--if««ti^i;< iooo tfy hmm<D5"-? 

IT^IjS 1 tf 4iBB*KblS»*.'&t)i±T = p»5lf 

^CDi5 1 :x— ifx — ^ Il^MD5/\7 ->i7JP=f 'JX 
A\Z<kD/\y vil fb Ufc 1 6 AW hcDMD 5Ayya 
fig £ a— tfx— ^ £ b Tffiffi "T £ £ 1 1> T £ 5 o 

[0 0 2 6 ] (3) H«»KslfttfKs2£: 
^jSLx-^nV-r^^^TmO, fg 1 :i-1f 5r-^ I 1 
StfSU- tf©^IB«iKbliifclc««U »«»K 
slfttfKs2£:» 1 tf©4iBB»Kbl*ffl^TB»^t 
U 

Ckslkbl = E (Ksl, Kbl) 
Cks2kbl = E (Ks2, Kbl) 

i«*Jft»««ICkslkbl&^Cks2kbl*W l ^— 0 s icifiiH 

[0 0 2 7 ] (4) »13--1fUl»4EjJISnfc«F9{b» 
SggCkslkblifctfCks2kbl£, » 1 a— tf OSffflStKvl 
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Ksl^D (Ckslkbl, Kvl) 
Ks2 = D (Cks2kbl, Kvl) 

ffi^Stlfc8Jffi»Ksl&t;Ks2«rSEl*HC«®"rs^ 

slfttf Ks20)®¥ittn.-- tf ^tlt§ - <fc**T?£&i> I 
C#— K, PCMCIA*— J¥A#— F**W*V 

/tf [0 0 2 8] ^Otti:, f-^3>f>7M0 

5*-* i !f<ottBi*KbiT«tvi 0 %mm 

[0029] ^/t, *mnmv>\hm-r:$>z>%jrm¥-7 - 2 

Ks21 + Ks22=Ks2 

tbTBBj*3»aSttKsll tKsl2tC, £fc»**Ksl& 
Ks21 + Ks22 = ffi*»Ks2 

£ b T«»»ffi«K s 1 1 <h K s 1 2 ICS-* b , ffiftWm 
»Ksllt«»»«»Ks21&W»»««tUT, «0© 

gB^^^Ksl2<hgP^^SgliKs22^7 :f -^33>^>^ 

[0 0 3 0] (5) mi^-ifUl^l^-if^-^ I 1 

> 9 \z 7— 9 ^ >t > y M 0C7)BE^I S: ^> <> 
[0 0 3 1 ] (6) x-^-fe>^te, mi^--if* f s^b 
/:i 1 I l&tf^— ^ 3 >5 L >^« TmO€: 

^"iz>^tce^b, MlKs l&r5Ks2©te3IS& 
^T^c (7) ^-ir^fct, IB!B»Ksl&(^Ks2*^— 

[0 0 3 2 ] (8) x-^1?>^te, m 1 I 
l*^-^1r>^<O4iBBfitKb0*ffltiTBS^>fbLT 
CilkbO=E ( I 1, KbO) 

tigmtm l a— C i IkbOfc » l tf U 1*< 
S^T^T-^3>f>7M0{:^-°M l ^l— if?— 
^ C i lkbOSffi^a** UWc i lkbO <k LT^l66iA^-^f 
M1 = M0 + Wci lkbO 

5tf IT 
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Cmlksl = E (Ml, Ksl) 

gits i ^--^uncgBM-r^o ^-^=1 >^ 

in.— ifx-^CilkbOT«*<, aSloL— y-^-* I 1 

[0 0 3 3] (9) iia- ifUltt, S&^fbiS^aS^b 
W^-^^V^V^ CmlkslS:«"-ffl©ffiffi»KslS:jfl 

M1 = D (Cmlksl, Ksl) 

[0034] (im^-^^yT-yyui^nrnmi^iz 

Cmlks2=E (Ml, Ks2) 

Sffg"^T r -^3>x>^Cmlks2<hLT«??^n^o 

[0 0 3 5] (1 1) m 1 :x— !f U l^fiS°'ftf-^ n > 
5 i >U/Cmlks2©S?iJfflS:T*»'&lCtt, % 1 ol— tf U 1 

>!V Cmlks2£/^U±l;:f^ttSb, «HE«Ks2S:JflV> 
TH*5bT?iJJBU m 1 3-— if^x-^zi >^>^M2 
^r^ffi^T^^IC^, «H&^ffl<7)»ffi«IKs2«:ffl^Tffl 
^ T x — 9 3 > 5=- > ^ M 1 £ m °- f b b , #1 B& ~- f b -r — 
^3>^>!yCmlks2S:«73F3£Bl^(-«??"rSo 
[0 0 3 6 ] (12) S l a-f^ 2 a-f U2t;f 

^2 2-^r-5 7 1 2£x-^-fe>^co^fiB&fKbO£ffl 

^"Og^bU 
Ci2kbO=E ( I 2, KbO) 

Bfr^fbE 2 a.— tf^-^ C 12kb0*» 2 !fU2*«B* 
-T^>x-^=i>x>^Mn;«T-a^bWci2kbO(h IT 

M2 = M1+Wci2kb0= (MO+WcilkbO) + Wci2kbO 

*Ci2kbOTtt&<, 8 2^7-^ I 2*^P8a>b 
W 1 2 <h b T iS cfc 3 K b T <t • 
[0 0 3 7 ] (13)^j§^bttx-^3>^>:>Ml£ 

IfUltt, JjOT$nfc7 ? -^3>7 L >U/M2c7)JtlPT7 f, P-fe 
X (S2o.-if-r-^®ffi : Fai^btCB8TSti5ffl) <0^> 
^-U***— fc>^»cK3Sb, 2»"r*CilcJ;9»2 

[0 0 3 8] (14)S6IC, ^la-lfUltt'ia^S^b 
^■x— ^3>5=->^M2Sraj^aKs2*ffl^iTB&^tb 
T, 
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Cin2ks2=E (M2, Ks2) 

Hff ^ { 3S *^ b x - ^ 3 > ^ > ^ C m2 ks 2 S: » S . 

[0039] (i5)»in.-ifui«, mmtm^m^ 

Z2 >T>y Cm2ks2€rx-^3fi{3»*^»fflE* 
^ IC ct o m 2 J. — U 2 IC km-t £ . 

[0040] (i6) »2Ji-ifu2tteai3nfcii9^bx 

-^Z3>7 L >U/Cm2ks2S:«t?«erttC«??-r«), S82 

tfU2ia^-ir>^iC, f-^^yfy^^Tm^^ 
«U S21- tf<04iPM!Kb2&«3RU «f>ffl<D»« 
/0 »Ks2&««BSn-ffl©4Kffi»Ks3<OiBSI*BjR"rs, 

[0 0 4 1 ] (17)*— fe>*fi, RffSnttiftyt'J 
^tc cfcoTS 2 ol— y i U2A*iEaJin.— »f C <h* 
*RU »«*Ks3**ri&b««Tattt>»C, ffir?2 
nT^fc»SE»Ks2&^fiKSnfc»ffi»Ks3**2aL 
— »f<04iBB«tKb2tffltiTPff^{bb, 
Cks2kb2=E (Ks2, Kb2) 
Cks3kb2=E (Ks3, Kb2) 

«F^<b»B*Cks2kb2&Vl«^{b»««Cks2kb2e*2 

itf [0 0 4 2] (18)*2iL—tI s U2tt, »2JL— tf(D«ffl 
»Kv2Sffll^T©^b««B»Cks2kb2&m&^b»?B«t 
Cks3kb2£1S^U 
Ks2 = D (Cks2kb2, Kb2) 
Ks3=D (Cks3kb2, Kb3) 

«^<*nfcffiffi»Ks2fttfKs3te I C#- h\ PCMC 

StlS. »2JL— tftz*5ttSffiag«Ks2&^Ks3 

icteg! 1 n.— *f (c43ttSft?BttKsl&itfKs2 < i:lHl«feBt 

50 [0 0 4 3 ] (19)*2 J.-1fU2tt, «fip«lBrtfc«?? 
$ nt ^ £ »S : "-^b«T b tt^— ^ a > > IV C m2ks 
2*^ : EU±{cSi*U3b, «^SnTt^fc»aB»Ks2S: 

M2 = D (Cm2ks2, Ks2) 

WAT*. COI*»r»?B«tKs20!>«Bf«BfJclB«B«!Ks3 

j^±a#sn*ct»©^«s^j:t)»af«Ks2tt«*a 

[0 0 4 4] (20)x — ^3>x>U/M2^«??SErt(C 
#«??StiSIStc:tt, T r -^n>^>^M2^SBg^ffl 
^ Offi?g»Ks3S:ffl^TWlfar^{bSnT«ffS^fbx-^3 
>7->U/Cm2ks3t bT«??SnSo 

[0 0 4 5] (21)»2a-+FU2^ff&-^bx-^3> 
T->U/Cm2ks3(7)fS¥iJfflS:"rs«^lC«, {S^g^ftlc 
«r? $ nt ^S^ffg 3 >^>^/Cm2ks3*^ 

^U±tcR*aib, »8»Ks3*ffll^T8l5JbTfiJfflT 

a. 

[0 0 4 6] (22)S2 J.— y ? **x-^3>T->U/M2S: 

9 a> r- > !V M 2 £ «*S ^b b , rtBS "Wbf- ^ 3 > 
50 >U/Cm2ks3ft«??Sfi5rt«C«?jF-r*. Htttta 
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[0 0 4 7 ] «±M9iLfc*ifiM«\ satan*?-* 
^-o^tim i 3.— *f -feis«<ogi 2 3.— a* 

If^A^ L ? - ^ n > J- > y tt^- 9 -tr > * CD ^ (c 
[0 0 4 9] *— - fe^lCttT 5 — &a>7->y<D 

mmtizmmznrzMtimritsnT^&frz, 

X^A (Key Escrow System) t>tettMSr>XT-A 
(KeyRecovery System) *355!i-SS'&fmco^r— fe> 

[0 0 5 0 ] a-fr-^tLTl*i^|iJl 

[0 0 5 1 ] [£K0I 2 ] H 2 t^T, tR 2 

tz. 7-$^m±>&fa<DJ : -i!7±>?lt, I Pco^- 

*S^li»13L-tfUl©S*lc3*ffi:UT-€-(OSflE 40 

[0 0 5 2 ] (2) m 1 J.--tfUKl+--tl>^tC, 
^3>7 L >u/*TmO*»j£L^ 3L— tf^-iM IfttfS 
13.-if<D^|B»Kbl*«*U «^fflO»«»Ksl& 

*3, a-^T-^ilTH a-flD, 3.-if E-mail 
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-j^iirti-sau- tfti?«trai;< 1000 ha 

I dcomi 3.— if 5*-^ I l^MD 5Ay>3.7 

;UrfUXi*lCct OAy is^mitlsfz 1 6/H h^)MD 5 
Ay i/alSa- if x — ^ t IT^t^ ^tt)T'f 

[0 0 5 3] (3) fc>*tt, S}«8lKsl&tfKs2* 
4e/£L^-^3 >^>^£TmO, 8U- tf^-^ I 1 
&tX«13.— if<oaBHiKblttt>«c«Bfb, »&g|K 
slfttfKs2*gl 1 3.— tf©4>M»Kbl*ffl^TK^b 
U 

Ckslkbl-E (Ksl, Kbl) 
Cks2kbl=E (Ks2, Kbl) 

i«^fbl6ffi«Ckslkbl&^Cks2kblS:K l 3.— tf icES 

[0054] (4) mizL-vummmznfzm°'itw 

«B«CkslkblS:^Cks2kblS, 85 1 3.—- y*o>«ffl«Kvl 

Ksl = D (Ckslkbl, Kvl) 
Ks2 = D (Cks2kbl, Kvl) 

a*jsnfc»««Ksi&rXKs2s«aF«g^««'r57&*, 

ffiSBSlKs 12fetKKs2<DBfW« i ti3.-u s Tteft < tr > 
^*-5^tt-r-^ir>^T*0, ftSB»©SaS:3.-if 

sl&^Ks2<D®att3.— if^ffitSC £**-C€?ft^ I 
C*-H, PCMCIA*— »A#— F»5^ttV 

[0 0 5 5 ] ft*, uCOtSC, ^3>f>!VM0 
«^T^^t4T r -^3>7 = ->^«TmOS:^mi3.- 

■tfx-^ i zL—tftD'AfflMKbiT'^o mm 

^OfB^ii^-T ^> J: -5 IZ L T t> J: 
[0 0 5 6 ] &fz, *^*<OUlBT»*t*H¥7-2 
7 1 8 6 5 55-tC»«5«lffa^ r Pi/7AS»#JlxT«-/?'? 

Ks21 + Ks22=Ks2 

<h U TflB» Ksll£Ksl2l;:, * K s 1 * 
Ks21 + Ks22 = »ffi»Ks2 
tlxTflB»»af«tKslliKsl2JC»^»Sdb. 

ci k s 1 1 1 a^&ctt k s 2 1 * sssi <tit> a o © 

«»ft«ttKsl2tffl5»»afaKs22*x-^3>x>U/ 
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[0 0 5 7] (5) MS 1 ^--ifUl^m 1 3-— iff-? I 1 

[0 0 5 8] (6) x-^-fe>^tS, Iia-lj->mi 

tr>^tcteiML, ffiffittKsl&tfKs2©<£2i&& 

(7) fe>^te, »^ttKsl&«Ks2*5 i — ^"fe>^ 

[0 0 5 9] (8) ^— $±L>$\$. 1 rL^-tf^— ^ I 
l«:-r-^-fe>^G)4iBB«KbOSffltiTlfff^{t:UT 
CilkbO=E ( I 1, KbO) 

PgfHbSI 1 n— tfx — ^C ilkbOtU m 1 ^l— tfUl^ 

* C i lkbOSrH^a^ UWci IkbOt LTm&&A,T* 
M1 = M0 + Wcilkb0 

m^mfrLtty"— 9n >^>^Mlt;:*nXU «^2SA* 
UT 

Cmlksl = E (Ml, Ksl) 

n^> e ft: 43, fffig«S£LTffiT-j^L£LTlte*Hbfi 
lo.-lf^-^Cilkb0^te&<, fg 1 n--^^-^ I 1 

[0060] (9) tfuitt, n&^b^ai^b 

#x — ^3>5 : '>!yCmlkslS»^fflcoffi*»Ksl&/B 
M1 = D (Cmlksl, Ksl) 

mm~?z>o ^<DWftcft««Ksi(D±tc»««Ks2**±8 

[0 0 6 1 ] (10)^— ^3>5 L >!yMl^«fiFftStrt{C 

Cmlks2=E (Ml, Ks2) 

[0 0 6 2] (ll)*irL— tfUlA^BS^bx — 
^>!yCBlks2©«fiJffi«:r*«^«ctt, Wia-lfUl 

>^Cnilks2Sr^ : EU±^SZ^ttlL, »ffi«tKs2Srfflt^ 
TfflfJUTfUfflL, »U- ♦f*«x-^n>7 L >U/M2 
StfffifiFTSRSSICtt, rtBS^ffl©»a5»Ks2€:ffltiTffl 
^T5 :? -5'a>^>^Ml^f^BS-^{bb, rtff&^k-r- 
^3>7 L >^Cmlks2*«??S^rt(w«??-r^o 
[0 0 6 3] (12) » 1 a— jl— tfU2tC^-* 
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3>7 1 > 1 >Ml&Gii"9"§^dtc(4, 1U- tfuili, 
3§2.a— if? 1 -* I 2£x-*ir>^<MiBflStKbO€:ffl 
U"OS*MbU 
Ci2kbO=E ( I 2, KbO) 

&&fjft;86 2 a.-- *f 5*-* C i2kbO£fg 2 a-- !f U2#B* 
-f £5^— >^>^MliC®^ii^l>Wci2kbOi: IT 

M2 = Ml + Wci2kbO= (MO + WcilkbO) + Wci2kb0 
^jg3&^f*x--^3>^>^M2lcttlX-rSo ft*3, 

^Ci2kb0Tte&<, »2a— tfx-^ I 2£r« J f j8rt>L 
Wi2fcUT«»i£tt«fc5lcUTt>ck^o 

[0 0 6 4] (13)^T*S^L#^-^n>^>^Ml$: 
«^3S*^ Utt^— ^ 3 >t>7M2 leflOX L g§ 1 a— 
•tfUHi, SnX^nfc^— ^n>T->^M2CDjtJDT7 P Dir 

n — if co'x — ?^>^>y mm t & * . 

[0 0 6 5] (14) SU- !flwJ:t)S» 

ffi«Ks3Sr£j3tU m 1 a— if(0i*BH«Kbl£/H^TH& 
*HbU 

Cks3kbl = E (Ks3, Kbl) 
B»SHtffi3BttCks3kblS:S& 1 a.— tf icKSfr £0 

[0066] (is) izL— tfummmznrc^nitm 
^^cks3kbi$r, mi if <D#mttK\\&m^xmn 

Ks3=D (Cks3kbl, Kvl) 
[0 0 6 7 ] (16)S&JC, '»T^^b#^-^a>^> 

so y m 2 n £ nfc»*st k s3 * m ^ tbs : mb l t , 

Cm2ks3=E (M2, Ks3) 

B&^bffiTjl^L/f+^— >^>^Cin2ks3«r»So 
[0 0 6 8 ] (17)»i:x— ifUltt, l*^fb«T»a>L 

tt"r-$zi >7 = ->!yCm2ks3«r^-^iiafeSV^tt«fls: 
K <t 0 31 2 zl— U 2 Ei^T £ o 
[0 0 6 9 ] (18)S2 JL-ifU2ttei3ianfcB&^k5 ? 

-^3>^>U/Cm2ks3S:«?5FSHrt(c:«^-rSo S§2 

»£U »2:a-1f<O^PB»Kb2&*SU 
^ *»Ks32i^iiS^ffl©»?BttKs4CDiB2IS:SjR-r*o 
[0 0 7 0 ] (19)=^— ir>^tt. Sf^ntV^cytU 
^-1- J: n.-it* U2**JE3&:x-lf C t *Ht 
BU ^^l$Ks4$:^06b« i E : -r^ < h<h^tC, ffi=r?$n 
T^/tffiS»Ks3S:«2a-1f<7)i>|HttKb2«:ffll^Tff& 

^bb, 

Cks3kb2=E (Ks3, Kb2) 
Cks4kb2=E (Ks4, Kb2) 

ffS^{tffiffi«Cks3kb2&t^ffS^{blKaBttCks4kb2«:»2 
5^ [0 0 7 1 ] (20)SS2;x— tfu 2tt, S2a- tf^jJffl 
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Cks4kb2£&^-b, 

Ks3 = D (Cks3kb2, Kv2) 

Ks4=D (Cks4kb2, Kv2) 

ffi55Snfcffia5»Ks3&r/Ks4tt I C#-K, PCMC 
$n^>o £43, S2n.— ?fl£45tt£ffi*»Ks324tfKs4 

[0 0 7 2 ] (21)»2a.-ifU2tt, fiffgBrtKft?? 
£ tl T ^ £ °-fktfS^ b ft 5*— 3^ 3 > 7- > C m2ks 
3£^'J±i;:S£^liiU «^StlTli/!:3»!K«Ks3S: 

M2=D (Cm2ks3, Ks3) 

[0 0 7 3 ] (22)x — ^3>5 1 >!yM2^«??«HrttC 
f5«7?Stt£IRtCWU ^-^3>-r->^M2^ffS-^ffl 

[0 0 7 4] (23)»2ol— y s U2*^Smbx-^3> 
7 L >!yCm2ks4©^¥iJfflS:T*«'&^tt, «^^®I^Itc 
{&7? $ flT ^ £ ^ffcx — ^ 3 >5=- > ^ C m2ks4 £ * 
^E'J JttC^ttiU SJ?BgtKs4SfflViTffi^LT?iJffl-r 

[0 0 7 5 ] (24)^2^--^^— ^n>5 L >!yM2«: 
««??TSIR^tt, «l*^fflCDffiffi»Ks4£ffl^T5*-- 
^3 >^>^/M2£Wg~-{bU WS^-fb^— ^ n >7" 
>^Cm2ks4*«??SBrttc«^-r*. 

[0 0 7 6 ] £t±KWlxfc^tt«tt, SBiJI^n^^-^ 

x - 9 3 > 5^ > y £ » T? & ^ ¥ i J ffl "T £ fll J« $> K> 5 £ . 
^0±§£rtef§ l :i— !f **±3E3iS6«<BSS 2 n.-- if <Dti« 

[0 0 7 7 ] ^OK^SWe^ct^lc:, SU- 
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[0 0 7 8] £fc, ^— ir>^t!tix-^n>^>^C0 

us- ~-fb \zmm £ nfc»3&*«?? sntt^d^, stsist >- 

ZrA (Key Escrow System) ftS^ttawfiyXrA 
(KeyRecovery System) ^'A-SiT^^^ic ZKO^— ir > 

[0 0 7 9] £blc, :i— +fx-*£bTffi(68l£?i]ffi 

[0 0 8 0] [!£3 3lS£#iJ] H3*fflUTS3^J6WSr 

(1) c^M«lcd3^Sx-^ir>^i:+-ir>^^ 
1^5E^J^^>^^2^SE^jco^^i:S£0, :i-lf^ 

£*iT^£o £Zt, ^-^®3a-fe>^tt, I P<£>^-^ 

fcSVitt^ 1 JL-lfUl©lldc{r^bT*Ol8« I P 

[0081] (2) ssia— tfuua, ^-^^s-tr>^ 
\zm i ^— tf^r-^ i l&cxa i n.— »f 4iw*Kbi*« 

tkU ^3 >5^>y£TmO£^bTx-^:3 >t- 

ft 45, a-fr-^ibTH a-f ID, :x-if 
E-mailT H t^tta— if <D*mmmmz1ti IT 

*<o5 f -^jai?*«»»i^-ifi»airai;< 1 o o o tr 

T—fll&ft* ^©iia--!tT-^Il^MD5A7 
ViT^rfUXAtCctOA^Sxiffl^bLfc 1 6AW b<D 
MD5A7 v^fi^n.—tf^-^^UT^fflT^C^t) 

[0 0 8 2 ] (3) x-^flfa'fc>^tt»«S*Ksl&^K 
^ s2S^J5E"r*t<tfctc, *1 JL— tfx — ^ I 1*^-^ 
■fe>^<D^BB»KbO*ffl^TBBP^bbT 
CilkbO=E ( I 1, KbO) 

BS^flS* 1 ^l— tf x-^ C i lkbOi b> % 1 a-if U \tfi 
S^T^x-^ 3 >T->^M0tCHg^-<bm 1 =l— tf-x- 
^ C i lkbOSr^a^L/Wci lkbO t L/Tffl«>i&^ 
M1 = M0 + Wcilkb0 

^3>x>U/Ml«:ajffiaKsl*ffl^THff^b 

IT 

SO Cmlksl=E (Ml, Ksl) 
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^"jit'^m^ btt^-^ 3 >y Cralksl tt^o 
[0 0 8 3] (4) r-^iSlt>^li4S^nfc«i 
KslfttfKs2S:^— ^3>^>^*TnO, IU- -tfx 
I IStfSU- tfo4iBB»Kblt*«Bfr*tt 
fete, fiJ*«Ksl&^Ks2*ai^L— tfO^BaWKbl* 
ffl^T»S*Jfbb, 
Ckslkbl = E (Ksl, Kbl) 
Cks2kbl=E (Ks2, Kbl) 

^-**?«^»*>blcB8"r*«?*) ©S^UsJ-fcMftffitc: 
ffl^Sfca&fiMSSn*. &*3, ffigJBjttbTtt^S** 
UtLTWF^b»ia— *f5 f -^CilkbOTttS:<, ft 
5^—37 I l£®^»a>bWil<hbTffltf>i&trJ; 

[0 0 8 4] (5) WlOL-ifui»4E«anfcl«*Jft:» 
?B»Ckslkbl&tf Cks2kblSr, g§ 1 n.— tf O^ffigtKvl 

Ksl = D (Ckslkbl, Kvl) 
Ks2 = D (Cks2kbl, Kvl) 

^l$Ksl&^Ks2co^«^^--b:>^S^^^5 :r - 

C#— h\ PCMCIA*— tfA*-h^^t^iV 

[0 0 8 5 ] ft*3, ^CDch^C, x-^3>r>7M0 
ffiffl»©»^fTt)nSo »?Eg|Ksl&tfKs2G>£j5fc 
\t. »U- tf5*-* I l^f'JfflLTfT^d 

«fft§<Ofif >t>7*TidO&^ l a- 

-■fe^©^^ U ^b^cDS^atR^^lcbT 

[0 0 8 6] *^0[flIt$ > ^))$i¥7-2 
7 1 8 6 5 ^lc¥tfMf^l7 P D^A£;frfiJbT&^ 

Sr 

Ks21 + Ks22=Ks2 

£bT«#»«*KslliKsl2IC, Sfc»««Kslft 
Ks21 + Ks22 = ffi®8tKs2 

tbTIE»»*ttKslltKsl2«c&*»WU, SB»»« 
SI K s 1 1 <h SJ*'» K s 2 1 £ fiBtf Wffim £ b T , 5£D CD 
ffi»tt«aKsl2tfiB»ffifl6ttKs22S5 f --^3>^>^ 
IciSft LTEiH-T 5 ct -5 Mi"* Z t tc«fc 0 , ffi^ttKs 1 
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[0 0 8 7 ] (6) 3ll:x— ifUHi, Bff^fb^iS^b 
^v f -^3>5 L >U/Cmlksl€ra^ffi<DtBffiStKslS:ffl 
t>T«fJbT, 
M1 = D (Cmlksl, Ksl) 

?u ffl r £ o - v> «f » ® » k s i co _L izmmm k s 2 ^±a= 

[0 0 8 8 ] (7) ^-^3>t : ->^M1^^^SF^IC 

<Dffi?B»Ks2Sfflt^TSHa^bSnT, 
Cmlks2=E (Ml, Ks2) 

[0 0 8 9 ] (8) iia-t t Ul^W^II:T-^3> 
5 : ->^Cnilks2cDS?iJffl^"r^^^^t4, Sia-fUl 

>!VCmlks2*;**U±l;:R*fflU »?B8!Ks2£:ffl^ 
Ttt^UTPJfflU, SB1 JL-lf*^-^=i>x>^M2 

^ ^T^-*a>^>!yMl£SP&*;-{bU HV&mt'r— 
$1 >^>^Cmlks2£{£^Mftf;iffi#T£o 
[0 0 9 0 ] (9) ffS 1 n.— 2 ol— tf U2tdx — ^ 

^T»S*HbU 
Ci2kbO=E ( I 2, KbO) 

H& ^bH§ 2 oL-tf^-^ C i 2kb0£!g 2 jl— tf U2**KjR 
T^^-^n >7->!yMHc«^2d^UWci2kb0t IT 

M2 = M1+Wci2kb0 = (MO + WcilkbO) +Wci2kbO 
«^jS^U#-r — ^3>5 1 >!yM2tciPX"r§, 
ffi^MJZ t Ittfa^b i bTBff^fbSS 2 ol— tf^- 
*Ci2kbOTtt&<, »2 2-1ff-* I2Sr«^a*>b 
W i 2 1 b T«fi& 5 tC b T 

[0 0 9 1 ] (10) lf2^L#T"^n>f>7M2l: 
JnXbfcfB 1 n.— »fUlKJPX3nfcx-^=i>7 L >!y 
M2CDiJPXya-t3X tf^-^^ffi^jg^blc 

£ r <h J; 0 ^ 2 ^l— if CD t"— ^ n >^>y fijfflrt* nlffi 

^ <tft£o 

[0 0 9 2 ] (11) SSK, ^ 1 JL— tfUlte'^fig^b 
ft ^ 3 > t- > ^ M 2 * »?B» K s2 * ffl ^ TB» ^fb b 
T, 

Cm2ks2=E (M2, Ks2) 

v&f}itm?mfr Istt?-? n >x >y Cm2ks2S:fS£>. 

[0 0 9 3 ] (12) SBia— tfUltt, Hfffjftffl^a^b 
^5 ? -^3>7 L >^Cm2ks2*'r-^ffi{3*Siittji* 
«t 0^2 3.— tf U2(cteiH-r 
[0 0 9 4] (13) »2l- !fU2tteiSStlfcWFf>{b7 s 
^ -^3>7 1 >!yCin2ks2*«^SSPirttcff??-ri>o ?S2 
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®aKs2&(^*B&^ffl©«ag»Ks3«)BajiSrs*"r«) 0 

[0 0 9 5] (14) tr>^«, SSShT^ftyt 
U tiaoTS 2 J.— tf U2**IE?3fc:i— tfT&£ Z\ t 

a— tf CD & Mil Kb2 £ ffl ^ TR& *5fb L , 
Cks2kb2=E (Ks2, Kb2) 

Cks3kb2=E (Ks3, Kb2) JO 
B&^{k*B«»Cks2kb2&^^^*»Cks2kb2*«2 

[0 0 9 6] (15) S2a— !fU2tt, l2a-D i (iD#ffl 
»Kv2*ffl^TrtP^ba*»Cks2kb2&tXB*^bft«tt 

Cks3kb2£^U 

Ks2 = D (Cks2kb2, Kv2) 

Ks3 = D (Cks3kb2, Kv2) 

«^anfc»sBttKs2&rjfKs3tt i c# — h\ pcmc 

tctt^l a-it # (c^ttS«S»Ksl2i^Ks2<fcig«ja:l( 

[0 0 9 7 ] (16) *2i-ifU2tt, «??gflH*3K:«?? 
SnTi^»ff^b«TS^ n >r->y Cm2ks 

2*> ; EU±tC«*mb, «#3nT^fc«?B»Ks2£ 

M2=D (Cm2ks2, Ks2) 
[0 0 9 8] (17) ^3>-7 1 >U/M2^«fiFSBl*ltC 

<d mmm k s 3 £ ffl v > t#9bs sjfb s n t x - ^ a 

>-T->^Cm2ks3<h ltS??$n^)o 
[0 0 9 9] (18) I2a- *f ma^Bff^fbx-* 3 > 
7 : ->^Cm2ks3coS?iJffl^T^^'&tc^, «*?g|BrtU: 
«??anT^««BBF"-fbx— >^>^/Cm2ks3^^ 
*U±ICR#.UJU «?E»Ks3S:ffl^Tffl*JlxTfiJffl-r 
£<> 

[0 10 0] (19)fg2:x— lf#x-*:3>^>yM2* ^ 
#«??-r*IKK:W:, Wl®^ffl©«ffittKs3S:ffl^T^— 
*3>^>yM2S:#fl&*5fbU SBS^br-i'a>f 
>U/Cm2ks3*«??«C!Irtlcff??T*. 

[Oioi] ^±§K^l^;£S£#na, ESIsn*^-* 
^cDKJ^teag l a— »f #±3E'JfcJ6W<DS 2 :z— !f coti* 

(cR^nr, raattift^fftoti*. so 
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[0102] K±0)3i9!^693 l &*^<t-3lC, SS 1 a— 

su:«fc&n;:«¥ • teasfTofc^ii-ifsss-a-r* 

[0 10 3] ^--tr>^l^(^5 :: -^n >5 L >^co 

XfA (Key Escrow System) ^ttlitqJlSv'A^A 
(KeyRecovery System) ^>^^tc CCD^— fe > 

[0 10 4] [^8600 4] 04&tf05*l^T, fg4 

^>o 3ft*5, 0 4 \ZmWl£ftfz7U— — hteSI 1 n — 
— ^ V — h « ^ 2 jl — -tfffl9 T ff t> n £ lb f£ CD #J T * S c 

[0 10 5] (1) tfUItt, x-^=3>^>U/ 

M0£fg 1 «ffi»Ksl*ffl^TBgF^bbfcB&-^bx-^ 
3>^>^Cm0ksl^A^"r^>o ff&^Hbx-^n>^> 

[0 10 6] (2) B&^rfbx — ^3>5=->U/Cm0kslSA 
b^cm 1 a— tfuitt, m 1 «S»Ksl*W >X^> 
A«tLTAD7 hlcttWSnfc^-^flFSI^n^^ 

[0 10 7] (3) Sia-itT-^Il^r-^SI^ 

(4) Sli-lf^-^ I i^T-^SI^P^7Aty 
yx^ MC»iWaf^"C*S #56883 ns. 
v^iS'&lcti (3) cd 35 1 ^---tf^-^ I l^r-^SI/a 

[0 10 8] (5) r-^I^a^AlCtOSli- 
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(6) JBI^l— IfUHi, SUffiifittKslSffl^TBS^fl: 

^3 >T->^CmOkslS:ffl^"rs*<, 
MO=D (CmOksl, Ksl) 

[0 10 9] (7) x-^ < ffa^ r P5 r 7AlCctO»2»« 

(8) a=j5Ssnfc»2»««i**»iffi?B«ttc±»*an* 
t ^ ± o » i s«« k s i wgtm a n , % 2 k s 2 

(9) :tib(^M^7 Lf^mz^-t?^ >^>ywi\ 
[0110] (io)»i j.— y f ui*^ijfflbfcx-^n> 

! : Jiyn^^AtC c fc0^2^^liKs2^ffl^T^-^3 
Cmlks2=E (Ml, Ks2) 

(12) fitf?sncfc-5 mf-?3 >f>7tfiJ5<k7- 

x-^n>7 1 >^Cnilks2^Sr?^etcffi??an^>o 
[0 111] (13)mi^--1fUl^ffg^{fc5 :? -^=i>7 1 - 
>U/Cmlks2Sr»2a— y ? U2tc»LTffl¥ • Si^T^^ 

(14) «??»atc«??snT^sB& mt?—? 3 >^>y 

Cmlks2*H^tHU 

(15) x-^SS^Dif^AtCt 0»2«SSB»Ks2Sffl^ 
T«F^t5 f -*3>?>^Cmlks2ft«^b, 

M1 = D (Cmlks2, Ks2) 

(17) SB 1 lfUl*«S?iJffl Lfcx— >^>yMl£ 
AHJ:0^2ft?B»Ks2«:ffl^T7 ? -^n>5 : ->U/Ml 

*^b& "-f b ^nt^ 

[0 112] (18) m 1 JX-ifUl^ff^ft^— ^3 
>^Cmlks2&»2i— ifU2lC*tLTffl¥ • 
-g-tcti, ffg x - * n > t- > y C m 1 ks 2 £ SHSflt «: tc 

[0 113] (19)»2a— »fU2«, fiS^ik7 £ -9=i> 
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[0 114] (20)ffSS>ftx"-^3>T->tyCmlks2S:A 
^Lfc^2^L-lfUlti, »2fgffi»Ks2AW>X^> 

[0 115] (21)»2JL-1fx-^ I 2^r-^fl^ 

(22) SS 2 a— if?-* I 2^f-^fl^P^7i.^ 
^«-&lctt (21)cd»2il— tf^-* I 2^f-^fl^ 

[0 116] (23) r-^fiypy7Ai:J;«2a 
_ tf -_^ 7 ! 2tcS^<«^38^LA^->W2^a£fiES 

(24) I2a- lfU2tt, S2»ffij»Ks2*fflV^Tfflf^b 
20 x-^a>^>U/Cmlks2Srffl^t"^^, 
M1 = D (Cmlks2, Ks2) 

W2^Si6iitrSPX^fi 1 ton, T-^3>r>7MHif 

[0 117] (25) T-^fS^D^7ACcJ;iQl3S 

(26) ^)«Snfc«3»?g»*^2»?B»{C±S$Sn 
S^t^«fcOm2iB?g»Ks2^ft*Sn, S3MiK 

J<? (27) ^necDift^^7b^f*tC^-^^>-7 : ->^M2 

»2a-fU2<Dr-^ I 2**fflTa^L<i:LTffl^iiS 
n/tx-^3>7 L >U/M2T&«>*^ *k&-Lte^{t(0& 

43, m : f2^lxW2ttffi^a^LWltC±S*3nsc:<i: 
tc£0, ^3>7 L >^M2(Cffl«)ii*nTt^®? 1 

<nmi L &frl'<Dfr-c$>z>&o\z*TZ>z.£*>. Ifl^b 
40 W2SH^j8^UWnc±?J*-r^^i:?S:<efEL, 

*3 >x>U/M2Jca*i&*nTt^fll ; F : ®^U^«IA 

* ct 5 (w l tt ^ t <o ^l- if ?— * co as ^ b r & £ 

[0 118] (28)^2a— tfU2**f"JfflUfc7 ? — 
?>^M2*««F«Htc«?¥-r*Wp8ctt 1 fflAJCT 5 -^ 

>f>7M2^Wo-ft$n^)c 
Cm2ks3=E (M2. Ks3) 

(29)^(C«rf^n^^-^=i>^>^M2^R&n^b7 f -- 

£0 *n >x>!> r Cm2ks3t anTv^^s^*«sfi3gan, 
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fr^nr. (27)©aPBficEa«. 

(30) ffiTf S tl «t o t T £ 5*- 9 =i > x > V &*$ "yfbr- 
5^ a > > ty C m2ks 3 T * r t ^56K 5 n S t ffS fMt 
-r-^3>-7 L >^Cm2ks3^ffi^F^Etc^$n^o 
[0 119] (31)»2:x— !fU2*«l«^b?-^a>7- 
>^/Cffl2ks3*S3a— tfU3(c^LTlS¥ • gM^)^ 

(32) ut?mmizu?f2nT^&$t-nit^-$n>T>y 

Cm2ks3£Si2*UiU JO 

(33) x-^ea^a^7Atc«ktl»3ftfS*Ks3*ffl^ 

X^mt'r — ^ 3 >5=- >y Cm2ks3€:1g^ L, 
M2=D (Cm2ks3, Ks3) 

(34) a^Sftfcr- ^ 3 >5^>^M2Sr?<Jffl-r £><> 

(35) g§ 2 ZL-if U2**BfUffl >f>7M2^ 

[0120] (36) g§ 2 a— y f U23&*Btmb7 ? -^ 3 
>^Cm2ks3Sr®3 a— 1fU3{C*fbT«^ • e2i"r«>» i77 

[0 12 1] ZinSTHBlWUfclBl-'*436Jlifl«ttfpr 

X He, 1 fcL— tf&TUWa >£m<DfX h\Z, 2 
5 £ <h n J: 0 <DM%1 £ Kit-T -5 c £ €? £ . 
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[0 12 2] HUcfcolc^-^Wte^ttH* 
fflOfflfrtC* 1 ^czL-lf SriBS:(c, 2 ^3--lt*^/h5ciStc 

[0123] ^n*Ttcaft^ufc">xxA*¥ijffl-r^ft 
sol— »fttcne>«:«®UT*3<i&B**fc5o cn 

§St: I C«f ^Al/i I C^j - H^Ml, mz-? 

[0 12 4] f-^fI^D^7A^r-^fI 
tcU n.-if^-r-^^a-fe^^tc^ii^Sffi*^^ 
e $ £ O \Zt Z> C £ fcT # £. 
[HI] tt. *PJ31 1 *IM^)f-^f lyXT-^^) 
[B2] tt, #^ffS2 5^#J<0^-^a^X^A^ 
[B3] \t. *96Wm3&1teW<DT-9®mi'7> : rJ*m 
[H4] tt, *^f^m4^^JC05 r -^^a^X^AcD 

[05] ^mm4^mm(D^-^^m^x^^<D 



(17) 



10-254909 



m i ] 





(DMO 









7K 



(6)^^ 



(7)Ksl;Ks2 



SI IS St 

stum 



A I A I A 



(5)Il;TaO 



(8)Cnlksl 



•T2.-+F 1 
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(9) Cmlksl-»Ml 

(10) M1-Kh»lks2 

(11) Cmlks2-*Ml 

(12) M1-»M2 
(14)M2-K;!i2ks2 



(15)Cn2ks2 



(2)Il;Kbl;TmO 



3)Ckslkbl;Cks2kM 



13)Scenario 



± 



jl— if 2 
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(20) M2->Cn2ks3 

(21) Cm2ks3->H2 

(22) M2-KJn2ks3 
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17)Cks2kh2;Cks3kb2 
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SL—tf 1 

(4)Ckslkbl->ksl;Cks2kbl-»ks2 

(9) Cmlksl-»Ml 

(10) Ml->Ciilks2 

(11) Calks2-»Ml 

(12) M1-*M2 

(15) Cks3kbl->Ks3 

(16) M2-*Cn2ks3 
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(17)Cn2ks3 



(2)Il;Kbl;TmO 



3)Ckslkbl;Cks2kbl 



(13)Scenario 



14)Cks3kbl 



^l— 2 
(20 )Cks3kb2-*s3 ; Cks4kb2-ks4 

(21) Cm2ks2-»M2 

(22) M2-»Cii2ks4 

(23) Cm2ks4-»M2 

(24) M2-*Cm2ks4 



( 18)12 :Kb2;TmO 



/ 



(19)Cks2kb3;Cks4kb4 
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[03] 
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